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Introduction

This policy provides the acceptable standards for the use of social media platforms for all employees at
Icknield High School. Volunteers and casual workers should also be made aware of the standards and
expectations set out in this policy.

This policy should be read in conjunction with:

» Keeping Children Safe in Education (2026)

» Guidance for Safer Working Practice for Adults Working with Children and Young People in
Education Settings (2022)

» Staff Code of Conduct

» Data Protection Policy

* Information Security Policy

» Data Breach Policy

* Mobile Phone Policy

* Acceptable Use Policy

For the purposes of this policy, digital communications also include collaboration platforms, video
conferencing systems, messaging applications, cloud communication tools and Atrtificial Intelligence (Al)
systems used for personal or professional purposes. Examples include, but are not limited to, Microsoft
Teams, WhatsApp, Telegram, Discord, Microsoft Copilot, ChatGPT, Google Gemini and similar
technologies.

Employees should be aware that there are many more examples of social media than can be listed here
and it is a constantly changing area, therefore, the examples listed are not an exhaustive list.
Employees should follow these guidelines in relation to any social media that they use.

The school understands that many people may choose to use social media sites/applications in their
private lives. This policy does not seek to prevent the use of social media sites/applications, but seeks to
provide clear guidelines on the acceptable use of social media by employees.

Communications

There are two different forms of communication: personal communications and professional
communications.

Personal communications are those made via a personal social media account. Personal

communications that demonstrate a failure to follow professional standards or could damage the
school/employer reputation are within the scope of this policy.
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Professional communications are those made through official
channels, posted on a school social media account, or using the school’'s name. All professional
communications are within the scope of this policy.

Purpose
The purpose of this policy is to:

» Set out clear guidance on the acceptable use of social media sites/applications

» Safeguard children

» Ensure confidentiality of the school, its employees and pupils are maintained at all times

» To protect the reputation of the school/trust

» Ensure that all employees understand the consequences of failing to comply with the Social Media
and Digital Communications Policy

* Ensure the appropriate use of the school’s resources
Governing Body/Headteacher responsibilities

The Governing Body will review this policy periodically and ensure it remains compliant with current
legislation, safeguarding requirements and school practice.

It is the responsibility of the headteacher to publicise and make this policy available to all, ensuring that
the standards within it are both monitored and enforced, and to advise the governing body of any
serious breaches of this policy. In a Trust, it is the responsibility of the Chief Executive Officer (CEO) to
make centrally employed staff aware of the policy.

It is the responsibility of the governing body and headteachers to take corrective and/or disciplinary
measures as are necessary when a breach of this standard occurs and to contact and co-operate with
police and other law enforcement agencies where a breach of these standards may constitute a criminal
act.

Employees’ responsibilities

It is the responsibility of the employee, volunteer, or casual worker to read and comply with the Social
Media and Digital Communications Policy. Any failure to abide by the Social Media and Digital
Communications Policy may result in disciplinary action.

Employees, volunteers and casual workers must alert the headteacher or a relevant senior member of
staff where a breach of the policy, by themselves or another employee, is suspected or known to have
occurred. All safeguarding concerns about a child should go through the DSL, concerns about adults
follow the allegations/low-level concerns procedure, and any concern involving the Headteacher follows
the appropriate route through the Chair of Governors. Failure to do so may result in disciplinary action
being taken.

Employees should assume that any material posted online may be copied, shared, archived or
become publicly accessible regardless of privacy settings. Online content may be subject to
disclosure, professional scrutiny or investigation where concerns arise regarding safequarding,
confidentiality or professional conduct.
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54 All employees are reminded that they are bound by the school’s Code of Conduct, and teaching staff are
further subject to the Teachers’ Standards. Under the Safeguarding Vulnerable Groups Act 2006 school
employees will be referred to the Disclosure and Barring Service (DBS) where the school has significant
concerns or suspicions about an employee’s conduct or behaviour.

55 All employees are responsible for any content displayed/shared/posted on their social media
accounts/applications, and as such must ensure that their privacy settings are updated and maintained
appropriately and passwords are kept secure and confidential.

5.6 School employees, volunteers and casual workers should at all times:

* have the highest standards of personal conduct (inside and outside of school)

» ensure that their behaviour (inside and outside of school) does not compromise their position within
the school

* ensure that their judgment and integrity should not be able to be brought into question.

* ensure that their relationship with members of the community, via social media, does not
compromise their position within the school or bring into question their suitability to work with
children and young people.

5.7 Employees must comply with UK GDPR, Data Protection Act 2018, Data (Use and Access) Act 2025,
and School Data Protection Policy when using social media, messaging applications or digital communication
tools. Employees must not:

» Share personal data via personal social media accounts.

» Share safeguarding information through personal messaging applications.

* Upload confidential school information to unauthorised systems.

» Circulate personal data through unofficial communication groups.

Any accidental disclosure of personal information or suspected data breach must be reported

immediately in accordance with the school's Data Breach Policy.

5.8 Employees should only use Al systems approved or authorised by the school for school business to
support planning, administration, resource creation and professional development. Employees must not:
» Upload personal data to public Al platforms.
» Upload safeguarding information to Al systems.
» Upload confidential school documents to unauthorised Al tools.
* Rely solely upon Al-generated outputs without checking their accuracy.
Employees remain responsible for all content generated through Al systems and should not present
Algenerated content as original work where disclosure is required by school policy, examination
regulations or legal obligations.

5.9 School-related communication should take place using approved school communication systems
wherever possible. Employees should:
» Use school email.
» Use approved collaboration platforms.
» Use approved telephony and communication systems.
* Follow all associated school policies when communicating electronically.
Employees must not bypass approved systems where a suitable authorised alternative exists
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Safeguarding Children
Communication between children and adults, by whatever method, should take place within clear
professional boundaries. Employees must abide by the agreed method of communication policies within

the school. Adults should ensure that all communications are transparent and open to scrutiny.

Safeguarding children is the responsibility of all school employees, volunteers, and casual workers. The
key principles that must be followed are:
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School employees must not communicate with

(including accepting ‘friend’/ follow requests where the site provides this option) any current pupils
of the school, or from any other educational establishment, on social media sites/applications
including but not limited to WhatsApp, Snapchat, Telegram, Discord, Facebook, Instagram or similar
services. This is applicable even if there is permission from a pupil’s parent/guardian. (This would
not apply to school aged pupils that an individual employee is directly related to, e.g. their child,
niece or nephew or a close family friend). Employees should alert the headteacher if they receive
any such communication from pupils.

Employees should not communicate with, including accepting ‘friend’/follow requests from, past
pupils whilst they are below the age of nineteen. Employees should alert the headteacher if they
receive any such communication form past pupils.

Employees should ensure that all their social media account settings require them to authorise or
accept people as friends or followers, where the site allows, to avoid this occurring without their
knowledge or approval.

These principles apply:

regardless of whether access occurs during or outside of contracted work hours
to all technology or devices whether provided by the school, or personally owned

Unacceptable use of Social Medial Sites/Applications

Through Social Media Sites/Applications, employees must not:

disclose private and/or confidential information relating to pupils, parents, other school employees,
their employment directly, or the school. This also applies to any other educational establishment
that the employee has worked within.

discuss or reveal any matters relating to the school, previous educational establishments, school
employees, pupils or parents

publish, share, distribute or comment on any material that may be deemed contrary to British
Values™.

identify themselves as a representative of the school online, or on their social media sites/profiles
write abusive comments regarding current/previous school employees, governors, current/previous
pupils or parents/guardians

harass or bully current/previous school employees, or any persons unrelated or related to the
school through cyber bullying and social exclusion

view or update their personal social media account/profile (on Facebook, Twitter, Instagram,
Snapchat etc) during the working day, unless on a designated break. (This includes via a work or
personal mobile telephone and/or iPad).

ensure that where their account is updated by proxy, it remains in line with the guidance in this
policy. Any employees whose account is legitimately managed by a third party, e.g. a political party
or charity is advised to share this policy and speak to the headteacher if they have any concerns
access or share illegal material

publish any content, which may be deemed as defamation or discrimination

post any images of pupils from the school or any other previous education establishment where the
employee has worked

without permission, post any images of school employees on social media sites/applications from
the school or any other previous education establishment where the employee has worked.
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set up and/or use an alias social media account to
circumvent the policy « comment/post/share any material which could bring the school into

disrepute Share school-related personal data through unauthorised cloud platforms.
Create unofficial staff, parent or pupil groups containing school information.

Use personal communication platforms where approved school systems are available.

Upload or transmit school documents via unauthorised Al systems.

breach any of the school’s other policies and procedures such as the School’s Code of Conduct,
Bullying and Harassment Policy, Equal Opportunities Policy

use social media sites/applications as a forum for raising and escalating concerns regarding the
School/Trust /Academy or the Council. These concerns should be raised through the line manager
or using the Grievance Procedure or the Whistleblowing Procedure.

This list is not exhaustive and should be read in conjunction with the Internet and E-mail Acceptable
Use Policy and the Code of Conduct.

Where personal devices are used for school business:

Devices must be secured by password, PIN or biometric authentication.

Devices must be kept updated.

Devices must not be shared whilst logged into school systems

Loss or theft of a device capable of accessing school systems must be reported immediately to the
school and IT support provider.

School information should remain within approved school systems and should not be routinely
downloaded to personal devices.

Official School Social Media Accounts

8.1 The school may authorise designated employees to manage and contribute to official school social media
accounts, websites and digital communication channels as part of their role.

8.2

Authorised employees may:

8.3

8.4

8.5

Identify themselves as representing the school when acting on behalf of an official school account.
Publish approved content relating to school activities, achievements and events.

Share images, videos and other media where appropriate permissions, safeguarding requirements
and data protection obligations have been met.

Before any photograph, video, audio recording or other identifiable image of a pupil is published
on the school's website, social media channels or any other online platform, staff must ensure
that the appropriate consent has been obtained and recorded in accordance with the school's
data protection, photography and consent procedures.

Staff must check the school's consent records before any image or media is shared. Where
consent has not been provided, has been withdrawn, or cannot be verified, the pupil must not
appear in any published content.

The school will maintain an up-to-date record of parental, student and other relevant consent
preferences and all employees must comply with these records when creating or sharing content
on behalf of the school.
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8.6 Any uncertainty regarding a pupil's consent status
must be referred to a senior leader or the Data Protection Lead.

8.7  All content published through official school accounts must:

» Comply with safeguarding requirements.

+ Comply with UK GDPR and the school's Data Protection Policy.
Reflect the values and reputation of the school.

* Be authorised in accordance with school procedures.

» Use school-owned or approved communication platforms.

8.9 Authorisation to manage or contribute to official school social media accounts may be withdrawn at any
time by the Headteacher or designated senior leader.

9.0 Personal Use of Social Media Sites and applications

9.1 Employees, volunteers and casual workers are reminded that they are entitled to undertake private
conversation on social media sites and applications. However, employees must accept that if the
conversation becomes public and the content is deemed to be inappropriate and/or unprofessional
disciplinary action may be undertaken.

9.2 Employees, volunteers and casual workers should ask themselves the following question “if this conversation
became public knowledge could it raise questions about my integrity or suitability to work in a school and
could it bring the school into disrepute?” Employees should additionally consider whether content could:
- undermine public confidence in the school
- compromise safeguarding
- breach confidentiality
- conflict with professional standards
« breach data protection legislation

*British Values are defined as those set out in statutory guidance, Prevent duty guidance: England and Wales (2023), and
the Governmental advice in 'Improving spiritual, moral, social and cultural development of pupils’ November 2014 and
within any update to either publication.
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